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OS BRIZEEMEDSKRD SN B DY, OS DETDI— RITH U THRIEFETTS DIZNEETH 5,

AWFZEEE CEEN % (ST 2 DIE L7025 I V2 E8E ChC 2BIF LT E 7, CbC
ZioT OS ORFZT5Z 212k b, CbC DEEMEIZE D OS DEIELIREER %
BAREUEZETMEL LIADZ D TE S, ZU & W IREBEBEM O MGEETIEE OS
WRUCHEHALUGEE 28D ENTEELDIIhEEZLSNG, KK TIX/NE
DOSTHSxv6 2 ChbC TEESHMZ L D—E%2175, BARKIZIZOS DA E ) EH
ZH2YT S5 vm.c & ChbCIZEHT 5,

CbC TRA YR —=T 2 =AW EY 2= LZ1T 5. vm.cbe ld A€ VEHR (KT
paging) 2751 VX —T7xz—A&, TOELEL L TR INE, 1 X —7 2 — AN
TD ChC DEFEIZA R L NV DERIZAR S, OS TEDLNAZTARTOI—REF—XIT
context LIEIEND A X T —RIZEBREIND, context DT — X2 EEMHZI 5 L12X0,
xv6 TR OS IV T FE2ERTEELDITRBLEEZIOLNS,

AL TIE OS DIEFHMEDIEATH 2 AT )V EHT DA VR —7 2 — AL FEEDF @R
DEREITD,
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Abstract

Reliability of Operating Systems are important, but it is difficult to verify the source code
of the Operating System.

Programming language CbC is developed in our laboratory, which is designed to support
reliability. Operating System Project has automaton like descriptions if it is written in
CbC. Using automaton based verification technologies, the Operating System becomes
more dependable. In this research, we will rewrite x.v6 kernel which is a small operating
system written in C. Actually, we will rewrite the memory management part vm.c of it
using CbC.

CbC has module system called interfaces. vm.cbc is implemented as an interface and
the implementations. In the interfaces, all connections and data structures are written a
meta data, which is called Context. Virtual OS or so called Container can be realized as
a modification of the Context.

In this paper, we describes rewriting details of memory management interface.
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F1E  OS OEHEM D IREE

OS Z2HT HHMIZKTF LTV ABEARTIE, OS ODNTIXHEIZ K RK-9 2 L1282
%o FEBRIZNAT — R U Troot (Z7 Z72ATETUL X D (https://support.apple.com/ja-
jp/HT208331) 72 &, 7 U T 1 ANVIRNTHFEL T2,

OS BIRIZEHMEARD 5N b H, BHELREENE <, £ TO a3 — Pz U THREEZ 1T
90) XR#ETH S, CPU X AEV 2 EOEFEHIIFLAMIZIX OS W7o TWnb, Z

TEREHIEM R L, 77 AINZDESMAONE I L2 eFEZS
?Léo

ZDEDIZ OS ITIFEFETEP I — 2 IV DI E DI IMFAEL, AR L RILVDEHE
LR, ZNUSNDIEE ) —< )V L ROV DFHE & X,

AFRETIE ) =<V RXVE AR VNV DEREITAS CbC3] LS TrIT T IV

"SEERBAF LT E 72, CbC 1E Code Gear &\ 5 FHARK L MILD HAL L Data Gear &\
5 F— RO EHAWS, fIPWIIRIZR LT/ =< L)L e A XL R)LD Code Gear
Zidk U, ZOMZBEBRI 705 IV 7 FFED L DIT goto IZK > THkfE T 5, £D7=
O, WREEMZEARIIHERTEI LA TES, Code Gear 12X L TASD Data Gear &
1D Data Gear BFFEL. AN U TR I NAHENRINT20MET S LT
fEHEME 2 IRRES 5,

CbC %ZAfdi> T [GHEMEDLRGE & LRV 2 K728 5 Gears OS[5] DRFEZ TR > T\ 5,
AFXTIE, xv6[4] £\ D 0S #2F1Z L7z Geas OS DEZHZ OFHiHEITS, 0S D
FHEMEOREARTHHI AT VEMBA 2 EESIZ 5 Z L CTEBEMEZRGEL 72\, BARNIZ
X Page DN T —2a v F v 7IZLBARERT —RXROEFPY Y NRy 7 RAIZkbT
I T arvERETRENPEITONS, 72, Gears OS DA XL R)LE ) =<)L LR
NWTIREBSHBZ R EZSTZOIZRZA ST —XITEVWHAEL, Code Gear & Meta Code
Gear DRt HIEMEIZ 2D, TNEMIHT H7-2D1Z, 1 VR =Tz —RAIZLBEYV a2
fbZBAN] Uiz, 1R =72 —A%f5 T & THRIEPEEEED AN Z 1T K B ILED ]
e mbZ 2HWT S,

72, CbC IXRBEBR—Z Tk I s Fiz, EfTINBEBREPT —X B Stack %
EOTEBRINTWL, ZD7H, 0S DEEMZ 247 - - RITETRE 2 EHHAZE L,
ITNENTEITTHIETOSHTIAY TP VM 2RETEEEZILNS,



F2E CbC 12X % Geas OS DFF

EREMEDLRFE L MEHFEATOT R— b2 HIKE LT, AWFEETIZ CbC WS Tu s 5
IVUEREERRELCE 2, LLVM[9] ETHEEI N CbC & GCO[10] LTHEEI N
ChbC DFEET 5, T HITFD CbC %o T Gears OS ZHIFE L TW5B, kD OS 217
5 AV EMHNFFEITIE Meta LX) (kernel space) T I NG, / —< I L R)Ln5
ARV ARVDELIRDTE S GearsOS ZHIFEL TW5,

2.1 Code Gear & Data Gear

Gears OS X Code Gear & Data Gear &\ BT/ 07 I L%EiE T 5 CbC 2 AW
THEET 5, Code Gear £ CbC IZB 1T 2 mH HANLRIWHE D HATH 5, Code Gear ]
TAJI (Input Data Gear) & /7 (Output Data Gear) Z¥¢5. goto 12 & o T Code Gear
M HIRD Code Gear ~NER U, MU Z217 5, BEIBIFH U & IZER D, FFUH
UItIZIFR 572\, Code Gear DM DN Z X 2.1 I1TRT,

goto

Code Gear Code Gear
\/

2.1: Code Gear [H D ke

Data Gear I& CbC 1281} 57 — X DFHA RPN TH 5, Input Data Gear & Output
Data Gear 7% D, Code Gear DEK DEXIZ Input Data Gear 32 I1F7HUD . Output Data
Gear & EHi7,



FER KRR R () $2% CbC IZX3 Geas OS DHI%

2.2 Meta Code Gear & Meta Data Gear

CbC T/ =<V L RUDFHIREFNZ AR VANV TRBT DI ENTES, AXLAR
Velk, AEYX CPU R EDOERFEM 21T R 57T C 5il72 L systemcall TREOH,
UK S WP T, Linix 7Z2& 7 — R VERIZHE TS, A XLV 6 ) =<V L ALDE
WBDOIELU X ZFEHT 5,

A R EHEIX Meta Code Gear & Meta Data Gear Zf W5, ZMD 22k —<ILL X
DS ARV RVOEHT BRHEDNDS, A XL N)VDEHIE Perl 227 FMZk 3
cmake THIEL TWB, Gears OS TD Meta Code Gear (X Code Gear DEF], HZIZ
FAIN, ARFHEZETT S, TNZEND Code Gear, Meta Code Gear DI 1T A
J1¥ 1% Data Gear(Input Data Gear) & {171 & %1% Data Gear(Output Data Gear) A3 #
1£9 %, Meta Code Gear I ZHENERKZ T TIERLSERTEHZLEMETHS, £595
e TARGABEZTRT A LN TEELS1Tm-o720, goto IZ KBkl 2AHT 5
Z YT Geas OS DIERERABEZIHLZ 5 Z W TE %, Code Gear [E]DOREHEIE /) —< L LR
LTI 21 DESIZRZAED, ARLARLTD Code Gear 1ZX 2.2 DT D & 5 12 #kist

o TW5,
Normal
Code Gear Code Gear
Level

292 ) =N LN EARLR)VOMEED R ZH

2.3 Context

Gears OS @ Context & Meta Data Gear TH 0, #firJfE7: Code Gear & Data Gear
DY A B, Data Gear ZHEfRT 5 ATV ZEMFREZF>TW5D, Gears OS 1T BHE 7% Code
Gear, Data Gear 22 L 7-\Wi54E, Context ZRHT B ELNH B, LA L, Context
%) =V NLVOEEDPSEERS L ESMZ SN Y A7 PEL S, £ I T Context
MOMKRERT —XZHD H LT Code Gear 1Z#6t9 % Meta Code Gear €% LT, [H
BEIZ Data Gear (27 272 A9 5, Z® Meta Code Gear % stub Code Gear & FEZ,
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A ()

F23E CbC IZ2L3 Geas OS DOfFs

stub Code Gear 1% Code Gear Z X IZAEB I, LIt D Code Gear DEHZIZ goto THik

Context & stub Code Gear DEE %% 2.3 12”9, Code Gear 1% Context DD
Data Gear "D HRA VX ZFKi->TH D, Context NDF D Data Gear IZT7 7t AT 5,

1.Output 4

Context

Data Gear

2.Input Data Gear

Data Gear

Data Gear

ELTER
2.0utput Data Gear stu(ba Code
ELTBE ear

3.goto

4.0utput

2.3: Context 23FD Data Gear ~ND7T 7 £ A [1]



HF3E xv6

xv6[4] 1. ¥ I Fa—t v Y IRROKRZERAEMITFEROBR & UTHES 72012, UNIX
V6 £\ 5 0S & ANSI-C(HiMgfb T /- C 55F) ICHSH A, x86 IZBHEL 7= Xv6 OS T
H5,

AIFETIZ. TD xv6 2 BEIT Gears OS DRIFEEITR > TW 5,

3.1 Kernel Space & User Space

Xv6 1% Kernel ZEFHLTW3A, Kernel I OS iIZ& > THE b T0 s I L TH D,
Xv6 Tl& Kernel & User 7027 T LI HEINTE D, kernel 1707741270k A
BH, AEVEH, 1/0 77 AVOEHREDY — A% T S5, User 7075
L kernel IZEHET7 7 ATERY, INEFEER 7 7 IVEEE#MIoNZD, T2
Y AINBEDEESTZDIEEEZONS, User 70727 T LW Kernel DY —E A%
H985 4. system call Z W T User Space %5 Kernel Space Space ™A D 715,
Kernel (& CPU O/N— R 7 = 7 {RF#EHEZ (HH L T, User Space TETINT WS TH
YADRHEDAEYDAT VL ATELEIITHEHELTVWD, User 70T T LW system
call 295 &, N—=RU 7 P—RIIZRMEL NV % EIF| kernel D700 T ADFETX
nNd, ZORMEL NV EFEED Tty JOREZ kernel E— N, FHED 72 \WIREEZ User
E—FEF9,

3.2 system call

User 7027 F L) Kernel DML %17 5 BEG . system call ZfH W5, User 7HZ T A
D system call ZFFOHT &, My TWRET S, TV THBHKETE L, User 70
7 LT, Kernel (YO DL DI ZIT S, Xvb D system call DY A b % 3.1 (2
N I

V—Ad—F 3.1: xv6 DY AFLa—1LDY A [1]

t
2 |

static int (*syscalls[]) (void) = {
[SYS_fork] =sys_fork,



00 N O Ut k= W

11
12
13
14
15
16
17
18
19
20
21
22
23

BRER KRB A A am X (1B 1) H3E xv6
[SYS_exit] =sys_exit,
[SYS_wait] =sys_wait,
[SYS_pipe] =sys_pipe,
[SYS_read] =sys_read,
[SYS_kill] =sys_kill,
[SYS_exec] =sys_exec,
[SYS_fstat] =sys_fstat,
[SYS_chdir] =sys_chdir,
[SYS_dup] =sys_dup,
[SYS_getpid] =sys_getpid,
[SYS_sbrk] =sys_sbrk,
[SYS_sleep]  =sys_sleep,
[SYS_uptime] =sys_uptime,
[SYS_open] =sys_open,
[SYS_write]  =sys_write,
[SYS_mknod]  =sys_mknod,
[SYS_unlink] =sys_unlink,
[SYS_1link] =sys_link,
[SYS_mkdir] =sys_mkdir,
[SYS_close] =sys_close,

s

3.3 Xvb6-rpi

Xv6 ik Arm DXL FVE2HNTEHDT, VIR — NI ¥a—XTHD Raspberry
Pi RHEEFEGFE R A RN— R = 7 TEINT I LN TE 5, EFRIT Raspberry Pi £ T
D9 721 xv6-rpi[12] £\ D OS ZHE LU TEMEZMEEL 72z, xv6-rpi 1& CbCXv6 &
HTHEL TS,

xv6-rpi C USB £ A ] RENMERE S 5 720122 ) TIViE(E %17 o7z, Raspberry Pi ®
YTV —)VHD USB B — 7 )V 2 AL, Bk Raspberry Pi 3B+ %, #
fesed OS 1% Ubuntu Zf#H U7z, Raspberry Pi FHO > U 7)La Y —)Ld USB £#
T—TNEMHAL, K31 DX3IC6FLY Y (B, 8F (H). 107% (&) OIETHELT 5.
TRDE TS B MEIZ R\,

YTy —)VH® USB £#i/r — 7))L % Raspberry Pi & Ubuntu (28569 5 &,
dev 74 L2 b VIETIZ ttyUSBO & L TR E N5, Ubuntu il T MDY AT L%ZFED
9 cu I FZ2MW sudo cu -s 115200 -1 /dev/ttyUSBO & A1 $T 52 & T YT
BEMNAREE 725, 3.2 1% Raspberry Pi & USB Serial Tii{g % 17> 72BRO K TH
%, Ubuntu flICATI U7z~ Y RRFEFINT VWS Z EDMERTE 2,

10




BRRZER B A AL (B ) H3E xv6

3.1: Raspberry Pi & ¥V 7)La vy — )L USB £#i/r — 7 )L O

11



BERK TR

i X (B 1)

yis

3% xv6

forkeest.
o

anit
Wl

n

18

wkair

™

h
stressts
usertests
e

zombie

console
S/

Activites 1 Terminal

Flle €It View Search Termical Help
cat

stressts
usertests
we

zombte
console
$1s /.

stressts
usertests
we

zombte
console
55

Mon 1229
mk@stream -

Raspberry Pi @ USB ¥V 7 I)Vidf3

12



42 CbCXve DX EYEH

OS OEFEHDOEARTH S AT VEH OB IZOWTHHT 5,

4.1 Xv6 ZtlZ U7z Gears OS DL

Gears OS TlIN— R =7 ETA XL X)VDEFHERWHNELT 217\ 720D T, Raspberry
PiTHENAFVEHITES Xv6 & CbC THEHA S, ANSI-C TEPNTNS Xv6
Z CbCIZHFHEZEL., TNZITIT Gears OS ZFEEL TV,

4.2 Paging

FEAERVZZDOEEMD Lk4 REVPEL S, 22— =707 I L[TENTNS
AEYFMZRTMRENTTEZD, AEVEIZT—XE UTHED TN RgE»TE
57T TATF—=arvPiRI b, xvb TEAEVEHROTIED 1 D& LT Paging %
HLUTW3,

Paging TIZAEY % Page LIFIENSEEEDHAIZHE L, ATV & AT v THIK
T Page Z AN X CTEHZITD, Paging 25> 22Ty 0y ZEATEHTSZ LI
KVT7ITRAVT =2 a UDMEETE, MMUDPEAEY 2EHTLILiIC&oT Ty
FTLHTENT VB AT Z2BITHENRL R SD,

4.3 xv6 @ Paging D F EEHE
xv6 @ Paging 1% vin.c T{Tbivd, vm.c THDON S EEEROBEENZ DWW THHT 5,

init_vmm : BT 7 1 )LD main.c 2> SEOCH TN B EEEL, lock (24855 il id
AN, #HBF-oTRITNIX0 2 ANS,

kpt_free : 71—V D AT 2RI 5,

kpt_alloc : A€V #EDY4T, Page Table 7 NULL 72 & panic B¥0% FEOVH S,
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walkpgdir : Page Table Z# L T7 FL A%iE$, loaduvm 2 & D if XN TREOH X
na,

loaduvm : A7y FHHEEN SIEOCH I N, I—FIVNEZL—T LR S52—Y—Ta+v
Az RFBIREIZT 5,

allocuvm : X EYV 22— —Tov 2IZE DY T3,

inituvm : 70X A{ITH B proc.c PHMECH I N, Page 71 L2 MY ZEKT 5,

4.4 CbCXv6 TOD Paging

Context (2% 7 Page Table Z 23 % Interface DB ETH 5, Page Table (ZFH2Y
955 —&% Input Data Gear TRITH > TEH L7z, Context (ZHBAEY TV b
O —)L %29 % Meta Data Gear |2 goto TEBELTT 72 AT 5, AXL )L TULH
T52LT =IO TH 5 Page Table Z#/ET 2 Z & A TE %, Page Table
Entry DNV F—=>Yav%2Fzv 7 UTKBET 52 LT, o 7a 255 Page Table
EERSMZONDZLEMS, £, YUY Ry Z 2L TEWT, i T ne AREE
MZONIERIZT 72T av2RIET L5 2 L TREBMEDOMRIEZITD,

4.5 Paging OE ZHZ

Xv6 TIEFEAEY (Physical memory) 2 SR XE Y (Virtual memory) DZEH#i% vim.c
T > TWd, vinec % CbC THESMMA TV, ROETEROESHAIZOWTIH
9 %,
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10
11

5 CbC A YVX—Tx—A

Gears OS Tld Meta Code Gear T Context 2*SfEZEOH L., / —<IL L X)LD Code
Gear IZMEZTET, LA L. Code Gaer B E D Data Gear DFEFIZHIGT B2 fEET
LREDRH ST, =N LRV ERAR VRNV THRZIGNEZ S Data Gear 2 Meta
Code Gear IZ& > T FHEBITAIMBELDH-7-DE, AXLNUDS /) =<)L L X)LDifk
fe DL DIEHEIZ 72 B 728D, Interface /L% LT\ 5, Interface I& Data Gear (Zxf L T®D
BAfEZ1TS5 Code Gear THH, FEREIIHTEET 5,

Interface Z{#i> CElikd 5 Z & T Gears OS DEEFEZ B SHZ B L TEBH L 512705,

51 A VX —T7t—ADTEH

VR =Tz —ALdH % Data Gear DEFE L., TN T 2E/EZ1TS Code Gear D
H£EH5Z2XBT S Meta Data Gear TH 5, Context TIEETD Code Gaer & Data Gear
DEEGEZRBFLTVWAEZ EIZHL, 1 Vv Z—T7 2 —ZAF—E®D Code Gear & —¥®d Data
Gear DELEZRILT 5,

AVR=T 2 —RA%&FHBRTEILIZE ST/ =< LR E AR L)L DIEEH AT HE
A

Paging DA v X—7 z— A%k L7za— K% V—ZA3— K 515K,

V—=A3d—NK 51 vm DA VR —T £ —ADEH (vin.h)

typedef struct vm<Type,Impl> {
__code init_vmm(Impl* vm, __code next(...));
__code kpt_freerange(Impl* vm, uint low, uint hi, __code next(...));
__code kpt_alloc(Impl* vm ,__code next(...));
__code switchuvm(Impl* vm ,struct proc* p, __code next(...));
__code init_inituvm(Impl* vm, pde_t* pgdir, char* init, uint sz,
__code next(...));
__code loaduvm(Impl* vm,pde_t* pgdir, char* addr, struct inodex ip,
uint offset, uint sz, __code next(...));
__code allocuvm(Impl* vm, pde_t* pgdir, uint oldsz, uint newsz,
__code next(...));

__code clearpteu(Impl* vm, pde_t* pgdir, char* uva, __code next(...)
)

__code copyuvm(Impl* vm, pde_t* pgdir, uint sz, __code next(...));
__code uva2ka(Impl* vm, pde_t* pgdir, char* uva, __code next(...));
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__code copyout(Impl* vm, pde_t* pgdir, uint va, void* pp, uint len,
__code next(...));
__code paging_int(Impl* vm, uint phy_low, uint phy_hi, __code next
(...));
__code void_ret(Impl* vm);
__code next(...);

} vm;

IITHTERE#LZERL TWVWD, typedef struct DERIZHERESY (vin) 2F L,

Code Gear 1%__code CodeGearName () Citid 9 %, HB—HETH S Impl* vin 2 Code
Gear DRIIZ72 5,

_code next(...) DFIE ... [FEHD Input Data Gear ZFfD L W HKRTH 5, ik
TEHEEIZE > THRUEDILIT & > THEHBOMGEVPREINDE I LDVH B, TNETND
Code Gear DFIED 1 DIZHET B, BIBMOBRBITHEEL TVWEWERBRLETIHEZIT
BB MEZ DS IE U uE &,

Code Gaer 1 297HM” 5 15f7THD & 512 7 __code [Code Gear #4]([5I1E]) TEFE T %,
Z DFIE input Data Gear (2725,

A > & —7 x— A% Data Gear IZX L T®D Code Gear &% ® Code Gear T T
W% Data Gear DS ZHIRAIL L 72 Meta Data Gear T, vm.c (2R &9 5 EEEILTE
%9 5,

5.2 A4 VR —T7x—ADEZEDIIL

A UVR—T T —ADEBDIIED =D TIRIZA VR —T = —ADMF S 7= DPIH LIz D
WTCTY—A2A32—FK 52 CmR7,

V—A3— K 52 vin 1 ¥ & —7 = —ZADFHt (vm_impl.che)

#include "../../context.h"
#interface "vm.h"

vm* createvm_impl (struct Context* cbc_context) {
struct vmx vm = new vm();
struct vm_impl* vm_impl = new vm_impl();
vm->vm = (union Data*)vm_impl;
vm_impl->vm_impl = NULL;

vm_impl->i = 0;
m_impl->pte = NULL;
vm impl->sz = 0;

vm_impl->loaduvm pte31ze check = C_loaduvm_ptesize_checkvm_impl;
vm_impl->loaduvm_loop = C_ 1oaduvm _loopvm_impl;
vm_impl->allocuvm_check_newsz = C_allocuvm_check_newszvm_impl;
vm_impl->allocuvm_loop = C_allocuvm_loopvm_impl;
vm_impl->copyuvm_check_null = C_copyuvm_check_nullvm_impl;
vm_1mp1 >copyuvm_loop = C —copyuvm_ loopvm_impl;
vm_impl->uva2ka_check_pe_types = C_uva2ka_check_pe_types;
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vm_impl->paging_intvm_impl = C_paging_intvmvm_impl;
vm_impl->copyout_loopvm_impl = C_copyout_loopvm_impl;
vm_impl->switchuvm_check_pgdirvm_impl =
C_switchuvm_check_pgdirvm_impl;
vm_impl->init_inituvm_check_sz = C_init_inituvm_check_sz;
vm->void_ret = C_vm_void_ret;

vm—>init_vmm = C_init_vmmvm_impl;

vm—>kpt_freerange = C_kpt_freerangevm_impl;
vm->kpt_alloc = C_kpt_allocvm_impl;

vm->switchuvm = C_switchuvmvm_impl;

vm—->init_inituvm = C_init_inituvmvm_impl;

vm->loaduvm = C_loaduvmvm_impl;

vm->allocuvm = C_allocuvmvm_impl;

vm->clearpteu = C_clearpteuvm_impl;

vm—>copyuvm = C_copyuvmvm_impl;

vm->uvazka = C_uvaZkavm_impl;

vm->copyout = C_copyoutvm_impl;

vm->paging_int = C_paging_intvm_impl;

return vm;

2ITHD LS IZA VR =T 2 —AD A~y X—7 7 1 )VIZ #include Tlx7: < #interface
TIEOH T,

createimpl T, 1 VX —7 x— A% vin TEF*J %, 5/THT new vin() §562&T
AEY BZA VR =T 2 —ZADBEE G MR, vinimpl HFEUC X 51295 Z & THEE
DEZLGMEWRL, TITHTA V&2 —7 2 — AL FZLEZHMT1T 5,

23 17H D vm->void_ret D X 5 IZFNZE D Code Gear 4% enum DEF= THRAL T
W<, enum DFEFEZMHSIHT, KAV RIZEDBBR-T IR AZSZIENTE S,

5.3 A VX —T7xz—A DEL

ML U721 v 2 —7 2 —ADFEEOH AT 5, V—A3—F 5.2 D 2447H Cinit_vmmvm_imj

2 5.3 D 647H®D init_vmmvm_impl (ZX 9 5,

V—A32— K 53: ym 1 Y& —7 = —ADMH (vm_impl.chc)

extern struct {
struct spinlock lock;
struct run *freelist;
} kpt_mem;
__code init_vmmvm_impl(struct vm_impl* vm,__code next(...)) {
initlock(&kpt_mem.lock, "vm");
kpt_mem.freelist = NULL;

) ——

goto next(...);
}

extern struct run {
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struct run *next,;

};

static void _kpt_free (char *v)

{

struct run *r;

r = (struct runx) v;
r->next = kpt_mem.freelist;
kpt_mem.freelist = r;

3

__code kpt_freerangevm_impl(struct vm_impl* vm, uint low, uint hi,
next(...))

if (low < hi) {
_kpt_free((char*)low);
goto kpt_freerangevm_impl(vm, low + PT_SZ, hi, next(...));

}
goto next(...);

__code kpt_allocvm_impl(struct vm_impl* vm, __code next(...)) {
acquire (&kpt_mem.lock) ;
goto kpt_alloc_check_impl(vm_impl, next(...));

typedef struct proc proc;

__code switchuvmvm_impl(struct vm_impl* vm , struct proc* p,

(...)) { //:skip

goto switchuvm_check_pgdirvm_impl(...);

_code

_code next

}
__code init_inituvmvm_impl(struct vm_impl* vm, pde_t* pgdir, char* init,
uint sz, __code next(...)) {
Gearef (cbc_context, vm_impl)->pgdir = pgdir;
Gearef (cbc_context, vm_impl)->init = init;
Gearef (cbc_context, vm_impl)->sz = sz;
Gearef (cbc_context, vm_impl)->next = next;
goto init_inituvm_check_sz(vm, pgdir, init, sz, next(...));
}

__code loaduvmvm_impl(struct vm_impl* vm, pde_t* pgdir, char* addr,

struct inode* ip, uint offset, uint sz, __code next(...)) {
Gearef (cbc_context, vm_impl)->pgdir = pgdir;

Gearef (cbc_context, vm_impl)->addr = addr;

Gearef (cbc_context, vm_impl)->ip = ip;

Gearef (cbc_context, vm_impl)->offset = offset;

Gearef (cbc_context, vm_impl)->sz = sz;

18
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63 Gearef (cbc_context, vm_impl)->next = next;

64

65 goto loaduvm_ptesize_checkvm_impl(vm, next(...));
66 |

67
68 | __code allocuvmvm_impl (struct vm_impl* vm, pde_t* pgdir, uint oldsz, uint
newsz, __code next(...)) {

69
70 goto allocuvm_check_newszvm_impl(vm, pgdir, oldsz, newsz, next(...));
71|}
72
73 | __code clearpteuvm_impl(struct vm_impl* vm, pde_t* pgdir, char* uva,
__code next(...)) {

74

75 goto clearpteu_check_ptevm_impl(vm, pgdir, uva, next(...));

76 | }

77

78 | __code copyuvmvm_impl (struct vm_impl* vm, pde_t* pgdir, uint sz, __code
next(...)) {

79

80 goto copyuvm_check_nullvm_impl(vm, pgdir, sz, __code next(...));

81 |}

82

83 | __code uva2kavm_impl(struct vm_impl* vm, pde_t* pgdir, char* uva, __code
next(...)) {

84

85 goto uva2ka_check_pe_types(vm, pgdir, uva, next(...));

86 |

87
88 | __code copyoutvm_impl(struct vm_impl* vm, pde_t* pgdir, uint va, void* pp

, uint len, __code next(...)) {
89
90 vm->buf = (char*) pp;
91
92 goto copyout_loopvm_impl(vm, pgdir, va, pp, len, vaO, paO, next(...))

I

93 |
94
95 | __code paging_intvm_impl(struct vm_impl* vm, uint phy_low, uint phy_hi,
__code next(...)) {
96
97 goto paging_intvmvm_impl(vm, phy_low, phy_hi, next(...));
98 |}
99
100 | __code vm_void_ret(struct vm_impl* vm) {
101 return;

102 | }

19
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54 A VX—7 x— AEENOHRINLER DL

ChbCIFRAEEBB X — ATl 5720, for XX if XRHL2GEITI SITEEEZ 7T 5,
vin LRI K DT vinimpl Z2E&Z L. BRI LHEBHAITTIGIE TV, 2 7EEK

T SIZHITHEE S S (vim_impl _private.cbe),

TR =Tz —ADERK, E WRNZEBOHNZM 5.1 1IZ5RT,

Define Interface

Implement

Interface vm* createvm_impl(struct Context* cbc_context) {
typedef struct vm<Type,Impl> { vm->loaduvm = C_loaduvmvm_impl;
vm;
__code loaduvm(lmpl* vm, __code next(...)); | _ code loaduvmvm_impl(struct vm_impl* vm, __code
next(...)) {
} goto loaduvm_ptesize_checkvm_impl(vm, next(...));
}
vm.h vm_impl.cbc
Soparate Define implement header, Implement

typedef struct vm_impl<Impl, Isa> impl vm{

Y

__code loaduvm_ptesize_check(Type* vm_impl,
__code next(...));

__code loaduvm_ptesize_checkvm_impl(struct vm_impl*
vm_impl, __code next(...)) {
/1 if or for

goto loaduvm_loopvm_impl(vm_impl, next(...));

}

vm_impl.h

vm_impl_private.cbc

X 51: 4 VX —7 —ADEEDHEN

AV R =72 —ATERE L7 Code Gear BAHD Code Gaer iR T B &N TE 5,
Z® Code Gear IZHEHAMIZA V2 —T7 2 — A TEEINT Code Gear D> S D Afki: X

NB7-H, Java D private AV v RO XS IZFbirvs,
AVR=T 2 —ALEAL LAY X =T 74V %)—A2—NK 54 TEHKT 5,

YV —A3d— K 5.4: vm private DAY X —7 71 )L

typedef struct vm_impl<Impl, Isa> impl vm{

union Data* vm_impl;
uint 1i;

pte_t* pte;

uint sz;

pde_t* pgdir;
charx addr;
struct inodex* ip;
uint offset;

uint pa;

uint n;

uint oldsz;

uint newsz;

uint a;

int ret;

char* mem;

charx uva;
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pde_t* d;
uint ap;

uint phy_low;
uint phy_hi;
uint va;
void* pp;
uint len;
charx buf;
char* pa0;
uint vaoO;
proc_struct* p;
char*x init;

code next(...));
code next(int ret,

__code kpt_alloc_check_impl(Type* vm_impl, __
__code loaduvm_ptesize_check(Typex vm_impl
);

__code loaduvm_loop(Type* vm_impl, uint i, pte_t* pte, uint sz,
__code next(int ret, ...));

b _—

uint newsz, __code next(...));
__code allocuvm loop(Type* vm_ 1mp1 pde_t* pgdir, uint oldsz, uint
newsz, uint a, __code next(...));

__code copyuvm_check_null(Type* vm_impl, pde_t* pgdir, uint sz,
__code next(...));

__code copyuvm_loop(Type* vm_impl,pde_t* pgdir, uint sz, pde_t* d,
pte_t* pte, uint pa, uint i, uint ap, char* mem

)5

3 —_—

u;;, code next(...));

__code next(...));

__code paglng intvm_impl (Type* vm_impl, uint phy_low, uint phy_hi,
__code next(...));

*_ip, uint len, __code next(...));

_code sw1tchuvm_check_pgd1rvm_1mp1(struct vm_impl* vm_impl, struct

proc* p, __code next(...));
__code init_inituvm_check_sz(struct vm_impl* vm_impl, pde_t* pgdir,
char* init, uint sz, __code next(...));

__code void ret(Type* vm_impl) ;
__code next(...);
} vm_impl;

code allocuvm_check_newsz(Type* vm_impl, pde_t* pgdir, uint oldsz,

code next(int ret,
code clearpteu_check_ptevm_impl (Type* vm_impl, pde_t* pgdir, charx

code uva2ka_check_pe_types(Type* vm_impl, pde_t* pgdir, char* uva,

>

code copyout loopvm_impl (Type* vm_impl, pde_t* pgdir, uint va, void

private TD CbC Dtk % vim.c LR THHT 2, 2EDOEBENL V20D, if L&

for XD H 5 loaduvm &\ D BB TEHHZ 4TS,

Y —A3d— K 5.5 vm.c ® loaduvm

// Return the address of the PTE in page directory that corresponds to
//

virtual address va. If alloc!=0, create any required page table pages

static pte_t* walkpgdir (pde_t *pgdir, const void *va, int alloc)

21



0 J O Ut

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

BER KR TR B AL > (B ) 58 CbC AvEX—T7x—2A

pde_t *pde;
pte_t *pgtab;

// pgdir points to the page directory, get the page direcotry entry (

pde)
pde = &pgdir [PDE_IDX(va)];

if (*pde & PE_TYPES) {
pgtab = (pte_t*) p2v(PT_ADDR(*pde)) ;

} else {
if ('alloc || (pgtab = (pte_t*) kpt_alloc()) == 0) {
return O;
}

// Make sure all those PTE_P bits are zero.
memset (pgtab, 0, PT_SZ);

// The permissions here are overly generous, but they can
// be further restricted by the permissions in the page table
// entries, if necessary.
*pde = v2p(pgtab) | UPDE_TYPE;
i

return &pgtab[PTE_IDX(va)l;
}

// Load a program segment into pgdir. addr must be page-aligned

// and the pages from addr to addr+sz must already be mapped.

int loaduvm (pde_t *pgdir, char *addr, struct inode *ip, uint offset,
uint sz)

{

uint i, pa, n;
pte_t *pte;

if ((uint) addr % PTE_SZ !'= 0) {
panic("loaduvm: addr must be page aligned");

for (1 = 0; i < sz; i += PTE_SZ) {
if ((pte = walkpgdir(pgdir, addr + i, 0)) == 0) {
panic("loaduvm: address should exist");

pa = PTE_ADDR (*pte) ;
if (sz - i < PTE_SZ) {
n=sz - 1ij;
} else {
n = PTE_SZ;
}

if (readi(ip, p2v(pa), offset + i, n) !=n) {

22
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56 | return -1; \
57 | } |
58 }

59

60 return O;

61‘}

vim_impl.cbec D Code Gear TdH % loaduvmvm_impl A*5 goto T loaduvm_ptesize_checkvm _impl
2B 5, vin.c TORMD if XF TOLHZE 1 DD Code Gear & U T loaduvm_ptesize_checkvm_in
WZEdik 9 5, (317H 1117H)

5.5 vm @ Context

AE)EBBONITHER I NS Context DEilH%ZF 5, code 12 TD Code Gear %
FIZE U7z enum &R A v ZOMATERIINS, (V—A3—FK 56551TH 6817H)
Code Gear DZHIE enum TEHZEI N, I UM INBIZITEBTE# I NS, Code Gear
WZEHE T ABRIE enum TEBINZFEBSZHEET S, ZNITX o TAXEERIZERT
% Code Gear ZY]D R 2 Z LN TE 5,

Data Gear D A € V) ZEEIIHATIC AL Z R U 7218, BB U CHBZEID Y TS Z
Y CHEBET S, EBIZ Allocation TABIE YV —A 32— K 5.6 D 9IFTHTESE L7z heap
% Data Gear DY A X109 Z & TEEET 5,

YV —A3d— R 5.6: KX N7 Context

struct Context {
enum Code next;
struct Worker* worker;
struct TaskManager* taskManager;
int codelNum;
__code (**code) (struct Contextx);
union Data **data;
void* heapStart;
void* heap;
long heapLimit;
int dataNum;

0 O Utk W N

— e e
w N = O ©

// task parameter

int idgCount; //number of waiting dataGear

int idg;

int maxIdg;

int odg;

int max0Odg;

int gpu; // GPU task

struct Context* task;

struct Element* taskList;
#ifdef USE_CUDAWorker

int num_exec;

CUmodule module;

N NN DNNFE ===
B W N R O © 0 Ok
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CUfunction function;
#endif
/* multi dimension parameter */
int iterate;
struct Iterator* iterator;
enum Code before;

};
union Data {

///mnt/dalmore-home/one/src/cbcxv6/src/gearsTools/../interface/vm.h
struct vm {
union Datax vm;
uint low;
uint hi;
struct proc* p;
pde_t* pgdir;
char* init;
uint sz;
char*x addr;
struct inodex ip;
uint offset;
uint oldsz;
uint newsz;
char*x uva;
uint va;
void* pp;
uint len;
uint phy_low;
uint phy_hi;
enum Code init_vmm;
enum Code kpt_freerange;
enum Code kpt_alloc;
enum Code switchuvm;
enum Code init_inituvm;
enum Code loaduvm;
enum Code allocuvm;
enum Code clearpteu;
enum Code copyuvm;
enum Code uva2lka;
enum Code copyout;
enum Code paging_int;
enum Code void_ret;
enum Code next;
} vm;

#ifndef CbC_XV6_CONTEXT
struct Context Context;
}; // union Data end this is necessary for context generator

24
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5.6 CbC D)L — 7L

CbC Tl& goto TOIREERIZ & > THET HDT loop 1 if X2 > THET L, &
Mz X 5.2 TRY,

loaduvm_loopvm_impl —

if (i < s2)

loaduvm_checkpgdir

loaduvm_check PTE_SZ

if (readi(ip, p2v(pa), offset + i, n) I=n)

> loaduvm_exit

5.2: ChC Iz kBN —TF D5

dik

pa {1}

YV —A3d— R 5.7: loaduvm DEHED

1 |#interface "vm_impl.h"

2

3| __code loaduvm_ptesize_checkvm_impl(struct vm_impl* vm_impl,char* addr,
__code next(int ret, ...)) {

4| if ((uint) addr %PTE_SZ !'= 0) {
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3

char* msg = "addr % PTE_SZ != 0";

struct Errx err = createKernelError(&proc->cbc_context);
Gearef (cbc_context, Err)->msg = msg;

goto meta(cbc_context, err->panic);

b

goto loaduvm_loopvm_impl(vm_impl, next(ret, ...));

__code loaduvm_loopvm_impl(struct vm_impl* vm_impl, uint i, uint sz,

__code next(int ret, ...)) {
if (i < sz) {

goto loaduvm_check_pgdir(vm_impl, next(ret, ...));
goto loaduvm_exit(vm_impl, next(ret, ...));

static pte_t* walkpgdir (pde_t *pgdir, const void *va, int alloc)

pde_t *pde;
pte_t *xpgtab;

// pgdir points to the page directory, get the page direcotry entry (
pde)
pde = &pgdir [PDE_IDX(va)l;

if (*pde & PE_TYPES) {
pgtab = (pte_t*) p2v(PT_ADDR(xpde));

} else {
if (lalloc || (pgtab = (pte_t*) kpt_alloc()) == 0) {
return O;
}

// Make sure all those PTE_P bits are zero.
memset (pgtab, 0, PT_SZ);

// The permissions here are overly generous, but they can
// be further restricted by the permissions in the page table
// entries, if necessary.
*pde = v2p(pgtab) | UPDE_TYPE;
}

return &pgtab[PTE_IDX(va)];

__code loaduvm_check_pgdir(struct vm_impl* vm_impl, pte_t* pte, pde_tx*

pgdir, uint i, char* addr, uint pa, __code next(int ret, ...)) {
if ((pte = walkpgdir(pgdir, addr + i, 0)) == 0) {
char* msg = "pte != walkpgdir...";
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struct Errx err = createKernelError (&proc->cbc_context);
Gearef (cbc_context, Err)->msg = msg;
goto meta(cbc_context, err->panic);

i

pa = PTE_ADDR(*pte) ;

Gearef (cbc_context, vm_impl)->pte = pte;

Gearef (cbc_context, vm_impl)->pgdir = pgdir;

Gearef (cbc_context, vm_impl)->addr = addr;

Gearef (cbc_context, vm_impl)->pa = pa;

goto loaduvm_check_PTE_SZ(vm_impl, next(ret, ...));

}

__code loaduvm_check_PTE_SZ(struct vm_impl* vm_impl, uint sz, uint i,
uint n, struct inode* ip, uint pa, uint offset, __code next(int ret,
o) A
if (sz - i < PTE_SZ) {

n=sz - 1i;
} else {
n = PTE_SZ;
}
if (readi(ip, p2v(pa), offset + i, n) !=n) {
ret = -1;
goto next(ret, ...);
}
Gearef (cbc_context, vm_impl)->n = n;
goto loaduvm_loopvm_impl(vm_impl, next(ret, ...));

}

__code loaduvm_exit(struct vm_impl* vm_impl, __code next(int ret, ...)) {
ret = 0;
goto next(ret, ...);

}

for XD 5 RKEEHEDOEHIZOWTH 5.2 @ & 512 loaduvm_loopvm_impl @ if X T
V— T DM EENT goto H, loaduvm_check PTE_SZ Tiiii7= L T} viE load-
uvm_loopvm_impl {Z goto §5 Z & TIL—T%2ELEEL T35,

static RHDIFEFAZZFEEZEL TWRWAELFEET S

5.7 Meta Code Gear DFLik

cmake (2 & 5> THEBRI N A ZEHFOELBIZDOWTHIAT S, 774 IVIEENV T+«
L2 M YLLIR®D /CMakeFiles/kernel.dir/c/ (ZEKR I N5,
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J ==L )LD Code Gear & J —< I L R)LD Code Gear % DEAIZ _stub D3t

W7~ Meta Code Gear 235553 5, il U T loaduvm DR X N7z Code Gear & Meta
Code Gear 2Y — A 32— K 5.8 IZ/RT,

Y — A 3— K 5.8: loaduvm D A X4 D3k

__code loaduvmvm_impl(struct Context *cbc_context,struct vm_impl* vm,

3

pde_t* pgdir, char* addr, struct inode* ip, uint offset, uint sz,
enum Code next) {

Gearef (cbc_context, vm_impl)->pgdir = pgdir;

Gearef (cbc_context, vm_impl)->addr = addr;

Gearef (cbc_context, vm_impl)->ip = ip;

Gearef (cbc_context, vm_impl)->offset = offset;

Gearef (cbc_context, vm_impl)->sz = sz;

Gearef (cbc_context, vm_impl)->next = next;

goto meta(cbc_context, C_loaduvm_ptesize_checkvm_impl);

__code loaduvmvm_impl_stub(struct Context* cbc_context) {

vm_impl* vm = (vm_impl*)GearImpl(cbc_context, vm, vm);

pde_t* pgdir = Gearef (cbc_context, vm)->pgdir;

char* addr = Gearef(cbc_context, vm)->addr;

inode*x ip = Gearef (cbc_context, vm)->ip;

uint offset = Gearef(cbc_context, vm)->offset;

uint sz = Gearef(cbc_context, vm)->sz;

enum Code next = Gearef(cbc_context, vm)->next;

goto loaduvmvm_impl (cbc_context, vm, pgdir, addr, ip, offset, sz,

next) ;

58 A VX—7xz—ADIEUHL

EHFE LA VA =T 2 —ADIECH L HIZOWTEHHT %, CbC DA goto 12X 5

BEEITODT, BHEPOCHELOD X 512 goto BAED I — RE2FITTER,

V—A3d— K 5.9: che 1 Y& —7 —AD goto

void userinit(void)

{

struct proc* p;
extern char _binary_initcode_start[], _binary_initcode_sizel[];

p = allocprocQ);
initContext (&p->cbc_context) ;

initproc = p;

if ((p—>pgdir = kpt_alloc()) == NULL) {
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panic("userinit: out of memory?");

goto cbc_init_vmm_dummy (&p->cbc_context, p, p->pgdir,
_binary_initcode_start, (int)_binary_initcode_size);
p—>sz = PTE_SZ;

// craft the trapframe as if
memset (p—>tf, 0, sizeof (xp->tf));

#fle LT, V—AI—=K 59 DI5FHDESIZ goto 12L& >TA VR =T = —ATE

ZUMREITOE, RoTINHWED 16 {THUBENFEIT I N0 R 5,

Y —A3d— K 5.10: dummy %{# - 72IFOH L

void cbc_init_vmm_dummy(struct Context* cbc_context, struct proc* p,

3

pde_t* pgdir, charx init, uint sz)

// inituvm(p->pgdir, _binary_initcode_start, (int)
_binary_initcode_size);

struct vm* vm = createvm_impl(cbc_context) ;

// goto vm->init_vmm(vm, pgdir, init, sz , vm->void_ret);
Gearef (cbc_context, vm)->vm = (union Datax) vm;
Gearef (cbc_context, vm)->pgdir = pgdir;

Gearef (cbc_context, vm)->init = init;

Gearef (cbc_context, vm)->sz = sz ;

Gearef (cbc_context, vm)->next = C_vm_void_ret ;
goto meta(cbc_context, vm->init_inituvm);

void userinit(void)

{

struct proc* p;
extern char _binary_initcode_start[], _binary_initcode_sizel[];

p = allocproc();
initContext (&p->cbc_context) ;

initproc = p;
if ((p—>pgdir = kpt_alloc()) == NULL) {

panic("userinit: out of memory?");

cbc_init_vmm_dummy (&p->cbc_context, p, p->pgdir,
_binary_initcode_start, (int)_binary_initcode_size);

p—>sz = PTE_SZ;

TATEH?S 11 17H DB OEEIZ Gearef 2> TWB D, AKX CMake THAL L Z D
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Wz b EN RV, 111T7HD Cvm_void_ret 1E return $57280D enum I— K TH
D, ZNZ2flioTCEBIFTOCHE LD LD IZIRDES,
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F6E T
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V—Ad— K A.l: vin DERD private

#include "param.h"
#include "proc.h"
#include "mmu.h"
#include "defs.h"
#include "memlayout.h"
#interface "vm_impl.h"

/*

vm_impl* createvm_impl2(); //:skip

*/

__code loaduvm_ptesize_checkvm_impl (struct vm_impl* vm_impl, __code next(
int ret, ...)) {

char* addr = vm_impl->addr;

if ((uint) addr %PTE_SZ != 0) {
// goto panic

goto loaduvm_loopvm_impl(vm_impl, next(ret, ...));

3

__code loaduvm_loopvm_impl(struct vm_impl* vm_impl
oo A
uint 1 = vm_impl->i;
uint sz = vm_impl->sz;

code next(int ret,

> —_—

if (1 < sz) {
goto loaduvm_check_pgdir(vm_impl, next(ret, ...));
}
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goto loaduvm_exit(vm_impl, next(ret, ...));

static pte_t* walkpgdir (pde_t *pgdir, const void *va, int alloc)

pde_t *pde;
pte_t *pgtab;

// pgdir points to the page directory, get the page direcotry entry (
pde)
pde = &pgdir [PDE_IDX(va)];

if (*pde & PE_TYPES) {
pgtab = (pte_t*) p2v(PT_ADDR(*pde)) ;

} else {
if (talloc || (pgtab = (pte_t*) kpt_alloc()) == 0) {
return O;
}

// Make sure all those PTE_P bits are zero.
memset (pgtab, 0, PT_SZ);

// The permissions here are overly generous, but they can
// be further restricted by the permissions in the page table
// entries, if necessary.
*pde = v2p(pgtab) | UPDE_TYPE;
i

return &pgtab[PTE_IDX(va)l;

__code loaduvm_check_pgdir(struct vm_impl* vm_impl, __code next(int ret,
oo A
pte_t* pte = vm_impl->pte;
pde_t* pgdir = vm_impl->pgdir;
uint 1 = vm_impl->i;
char* addr = vm_impl->addr;
uint pa = vm_impl->pa;

if ((pte = walkpgdir(pgdir, addr + i, 0)) == 0) {
// goto panic

pa = PTE_ADDR(*pte) ;
vm_impl->pte = pte;
vm_impl->pgdir = pgdir;
vm_impl->addr = addr;
vm_impl->pa = pa;

goto loaduvm_check_PTE_SZ(vm_impl, next(ret, ...));
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81 |}

82

83 | __code loaduvm_check_PTE_SZ(struct vm_impl* vm_impl, __code next(int ret,
oo A

84 uint sz = vm_impl->sz;

85 uint i = vm_impl->i;

86 uint n = vm_impl->n;

87 struct inode* ip = vm_impl->ip;

88 uint pa = vm_impl->pa;

89 uint offset = vm_impl->offset;

90

91 if (sz - i < PTE_SZ) {

92 n=sz - i;

93 } else {

94 n = PTE_SZ;

95 }

96

97 if (readi(ip, p2v(pa), offset + i, n) !=n) {

98 ret = -1;

99 goto next(ret, ...);

100

101

102 vm_impl->n = n;

103

104 goto loaduvm_loopvm_impl(vm_impl, next(ret, ...));

105 |}

106

107 | __code loaduvm_exit(struct vm_impl* vm_impl, __code next(int ret, ...)) {

108 ret = 0;

109 goto next(ret, ...);

110

111
112 |struct run {

113 struct run *next;
114 | };

115
116 | struct {

117 struct spinlock lock;
118 struct runx freelist;
119 |} kpt_mem;

120

121
122 |static int mappages (pde_t *pgdir, void *va, uint size, uint pa, int ap)

123 | {

124 char *a, *last;

125 pte_t x*pte;

126

127 a = (charx*) align_dn(va, PTE_SZ);

128 last = (charx*) align_dn((uint)va + size - 1, PTE_SZ);
129

130 for (;;) {

131 if ((pte = walkpgdir(pgdir, a, 1)) == 0) {
132 return -1;

133 }
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3

if (*pte & PE_TYPES) {
panic("remap");

spte = pa | ((ap & 0x3) << 4) | PE_CACHE | PE_BUF | PTE_TYPE;

if (a == last) {

break;
}
a += PTE_SZ;
pa += PTE_SZ;
}
return O;

__code kpt_alloc_check_impl(struct vm_impl* vm_impl, __code next(...)) {

¥

struct runx r;

if ((r = kpt_mem.freelist) != NULL ) {
kpt_mem.freelist = r—->next;

+

release (&kpt_mem.lock) ;

if ((r == NULL) && ((r = kmalloc (PT_ORDER)) == NULL)) {
// panic("oom: kpt_alloc");
// goto panic

memset(r, 0, PT_SZ);
goto next((charx*)r);

__code allocuvm_check_newszvm_impl(struct vm_impl* vm_impl, pde_t* pgdir,

by

uint oldsz, uint newsz, __code next(int ret, ...)){
if (newsz >= UADDR_SZ) {

goto next(0, ...);

if (newsz < oldsz) {
ret = newsz;
goto next(ret, ...);

char* memn;
uint a = align_up(oldsz, PTE_SZ);

goto allocuvm_loopvm_impl(vm_impl, pgdir, oldsz, newsz, mem, a, next(
ret, ...));

__code allocuvm_loopvm_impl(struct vm_impl* vm_impl, pde_t* pgdir, uint
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3

oldsz, uint newsz, char* mem, uint a code next(int ret, ...)){

b —_——

if (a < newsz) {
mem = alloc_page();

if (mem == 0) {
cprintf("allocuvm out of memory\n");
deallocuvm(pgdir, newsz, oldsz);
goto next(0, ...);

memset (mem, O, PTE_SZ);
mappages (pgdir, (char*) a, PTE_SZ, v2p(mem), AP_KU);

goto allocuvm_loopvm_impl(vm_impl, pgdir, oldsz, newsz, a +
PTE_SZ, next(ret, ...));

}
ret = newsz,;
goto next(ret, ...);

__code clearpteu_check_ptevm_impl(struct vm_impl* vm_impl, pde_t* pgdir,

}

char* uva, __code next(int ret, ...)) {

pte_t *pte;

pte = walkpgdir(pgdir, uva, 0);
if (pte == 0) {

// panic("clearpteu");

// goto panic;

// in ARM, we change the AP field (ap & 0x3) << 4)
xpte = (*pte & “(0x03 << 4)) | AP_KO << 4;

goto next(ret, ...);

__code copyuvm_check_nullvm_impl(struct vm_impl* vm_impl, pde_t* pgdir,

uint sz, __code next(int ret, ...)) {
pde_t *d;

pte_t *pte;

uint pa, i, ap;

char *mem;

// allocate a new first level page directory
d = kpt_alloc();
if (d == NULL ) {

ret = NULL;

goto next(ret, ...);
}
i=0;

goto copyuvm_loopvm_impl(vm_impl, pgdir, sz, *d, *pte, pa, i, ap, *
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3

mem, next(ret, ...));

__code copyuvm_loopvm_impl(struct vm_impl* vm_impl, pde_t* pgdir, uint sz

, pde_t*x d, pte_t* pte, uint pa, uint i, uint ap, char* mem code

next(int ret, ...))

| R

if (i < s2) {
goto copyuvm_loop_check_walkpgdir(vm_impl, pgdir, sz, d, pte, pa,
i, ap, mem code next(int ret, ...));

+
ret = d;
goto next(ret, ...);

3 —_——

code copyuvm_loop_check_walkpgdir(struct vm_impl* vm_impl, pde_t* pgdir
, uint sz, pde_t* d, pte_t* pte, uint pa, uint i, uint ap, char* mem,
__code next(int ret, ...)) {
if ((pte = walkpgdir(pgdir, (void *) i, 0)) == 0) {
// panic("copyuvm: pte should exist");
// goto panic();
b
goto copyuvm_loop_check_pte(vm_impl, pgdir, sz, d, pte, pa, i, ap,
mem code next(int ret, ...));

f R

__code copyuvm_loop_check_pte(struct vm_impl* vm_impl, pde_t* pgdir, uint

sz, pde_t*x d, pte_t* pte, uint pa, uint i, uint ap, char* mem, __code
next(int ret, ...)) {

if (!(*pte & PE_TYPES)) {
// panic("copyuvm: page not present");
// goto panic();

}

goto copyuvm_loop_check_mem(vm_impl, pgdir, sz, d, pte, pa, i, ap,
mem code next(int ret, ...));

b _—

__code copyuvm_loop_check_mem(struct vm_impl* vm_impl, pde_t* pgdir, uint

code

b —_—

sz, pde_t*x d, pte_t* pte, uint pa, uint i, uint ap, char* mem
next(int ret, ...)) {

pa = PTE_ADDR (*pte);

ap = PTE_AP (*pte);

if ((mem = alloc_page()) == 0) {
goto copyuvm_loop_bad(vm_impl, d, next(...));

goto copyuvm_loop_check_mappages(vm_impl, pgdir, sz, d, pte, pa, i,
ap, mem code next(int ret, ...));

3 —_—
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__code copyuvm_loop_check_mappages(struct vm_impl* vm_impl, pde_t* pgdir,
uint sz, pde_t* d, pte_t* pte, uint pa, uint i, uint ap, char* mem,
__code next(int ret, ...)) {
memmove (mem, (charx*) p2v(pa), PTE_SZ);

if (mappages(d, (voidx) i, PTE_SZ, v2p(mem), ap) < 0) {
goto copyuvm_loop_bad(vm_impl, d, next(...));

goto copyuvm_loopvm_impl(vm_impl, pgdir, sz, d, pte, pa, i, ap, mem,

__code next(int ret, ...));
}
__code copyuvm_loop_bad(struct vm_impl* vm_impl, pde_t* d, __code next(
int ret, ...)) {
freevm(d) ;
ret = 0;
goto next(ret, ...);
}
__code uva2ka_check_pe_types(struct vm_impl* vm, pde_t* pgdir, char* uva,
__code next(int ret, ...))
pte_tx* pte;

pte = walkpgdir(pgdir, uva, 0);

// make sure it exists

if ((xpte & PE_TYPES) == 0) {
ret = 0;
goto next(ret, ...);

goto uva2ka_check_pte_ap(vm, pgdir, uva, pte, next(...));

__code uva2ka_check_pte_ap(struct vm_impl* vm, pde_t* pgdir, char* uva,
pte_t* pte, __code next(int ret, ...)) {
// make sure it is a user page
if (PTE_AP(xpte) !'= AP_KU) {
ret = 0;
goto next(ret, ...);

ret = (char*) p2v(PTE_ADDR(*pte));
goto next(ret, ...);

}

// flush all TLB
static void flush_tlb (void)
{

uint val = O;
asm("MCR p15, 0, %[r], 8, c7, 0" : :[r]"r" (val):);
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3

3

// invalid entire data and instruction cache
asm ("MCR p15,0,%[r],c7,c10,0": :[r]"r" (val):);
asm ("MCR p15,0,%[r],c7,c11,0": :[r]"r" (val):);

_code paging_intvmvm_impl(struct vm_impl* vm_impl, uint phy_low, uint
phy_hi, __code next(...)) {
mappages (P2V(&_kernel_pgtbl), P2V(phy_low), phy_hi - phy_low,
phy_low, AP_KU);
flush_tlb O;

goto next(...);

__code copyout_loopvm_impl(struct vm_impl* vm_impl, pde_t* pgdir, uint va

3

, void* pp, uint len, uint va0O, char* paO, _code next(int ret, ...))

if (len > 0) {

va0 = align_dn(va, PTE_SZ);

pa0 = uva2ka(pgdir, (charx) va0);

goto copyout_loop_check_paO(vm_impl, pgdir, va, pp, len, va0O, paO
, n, next(...));

ret = 0;
goto next(ret, ...);

__code copyout_loop_check_paO(struct vm_impl* vm_impl, pde_t* pgdir, uint

by

va, void* pp, uint len, uint vaO, char* pa0O, uint n code next(int

f R

ret, ...)) {
if (pad == 0) {

ret = -1;

goto next(ret, ...);
}

goto copyout_loop_check_n(vm_impl, pgdir, va, pp, len, va0O, pa0O, n,
buf, next(...));

__code copyout_loop_check_n(struct vm_impl* vm_impl, pde_t* pgdir, uint

va, void* pp, uint len, uint vaO, char* pa0O, uint n, char* buf code

next(...)) {
n = PTE_SZ - (va - va0);

[ J——

if (n > len) {

n = len;
+
len -= n;
buf += n;

va = va0 + PTE_SZ;
goto copyout_loopvm_impl(vm_impl, pgdir, va, pp, len, va0, paO, next

I
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typedef struct proc proc_struct;

_code switchuvm_check_pgdirvm_impl(struct vm_impl* vm_impl, proc_structx
p, __code next(...)) { //:skip
uint val;

pushcli();

if (p—>pgdir == 0) {
panic("switchuvm: no pgdir");

val = (uint) V2P(p->pgdir) | 0x00;

asm("MCR p15, 0, %[v], c2, cO, 0": :[v]"r" (val):);
flush_tl1b();

popcli();

goto next(...);
}

__code init_inituvm_check_sz(struct vm_impl* vm_impl, pde_t* pgdir, char*
init, uint sz code next(...)) {
char* mem;

b —_—

if (sz >= PTE_SZ) {
// goto panic;
// panic("inituvm: more than a page");

mem = alloc_page(Q);

memset (mem, 0, PTE_SZ);

mappages (pgdir, 0, PTE_SZ, v2p(mem), AP_KU);
memmove (mem, init, sz);

goto next(...);

A-2 Xv6 O Paging
Paging DL TH S Xv6 D vim.c DI — K% A2 IZ/RT,

V—A3—F A.2: Xv6 ® vm.c

#include "param.h"
#include "types.h"
#include "defs.h"
#include "arm.h"
#include "memlayout.h"
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#include "mmu.h"
#include "proc.h"
#include "spinlock.h"
#include "elf.h"

extern char datall; // defined by kernel.ld
pde_t xkpgdir; // for use in scheduler()

// Xv6 can only allocate memory in 4KB blocks. This is fine
// for x86. ARM’s page table and page directory (for 28-bit
// user address) have a size of 1KB. kpt_alloc/free is used
// as a wrapper to support allocating page tables during boot
// (use the initial kernel map, and during runtime, use buddy
// memory allocator.
struct run {

struct run *next;

+;
struct {
struct spinlock lock;
struct run *freelist;
} kpt_mem;
void init_vmm (void)
{
initlock(&kpt_mem.lock, "vm");
kpt_mem.freelist = NULL;
}
static void _kpt_free (char *v)
{
struct run *r;
r = (struct runx) v;
r->next = kpt_mem.freelist;
kpt_mem.freelist = r;
}
static void kpt_free (char *v)
{
if (v >= (char*)P2V(INIT_KERNMAP)) {
kfree(v, PT_ORDER);
return;
+
acquire (&kpt_mem.lock) ;
_kpt_free (v);
release (&kpt_mem.lock) ;
}

// add some memory used for page tables (initialization code)
void kpt_freerange (uint32 low, uint32 hi)
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while (low < hi) {
_kpt_free ((charx)low);
low += PT_SZ;

}
void* kpt_alloc (void)

struct run *r;

acquire (&kpt_mem.lock) ;

if ((r = kpt_mem.freelist) != NULL ) {

kpt_mem.freelist = r->next;

}

release(&kpt_mem.lock) ;

// Allocate a PT page if no inital pages is available

if ((r == NULL) && ((r = kmalloc (PT_ORDER)) == NULL)) {
panic("oom: kpt_alloc");

memset(r, 0, PT_SZ);
return (char*) r;

by

// Return the address of the PTE in page directory that corresponds to
// virtual address va. If alloc!=0, create any required page table pages

static pte_t* walkpgdir (pde_t #*pgdir, const void *va, int alloc)

pde_t *pde;
pte_t *pgtab;

// pgdir points to the page directory, get the page direcotry entry (
pde)
pde = &pgdir [PDE_IDX(va)l;

if (*pde & PE_TYPES) {
pgtab = (pte_t*) p2v(PT_ADDR(x*pde));

} else {

if (lalloc || (pgtab = (pte_t*) kpt_alloc()) == 0) {
return O;
}

// Make sure all those PTE_P bits are zero.
memset (pgtab, 0, PT_SZ);

// The permissions here are overly generous, but they can
// be further restricted by the permissions in the page table
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// entries, if necessary.
*pde = v2p(pgtab) | UPDE_TYPE;
}

return &pgtab[PTE_IDX(va)l;
}

// Create PTEs for virtual addresses starting at va that refer to

// physical addresses starting at pa. va and size might not

// be page-aligned.

static int mappages (pde_t *pgdir, void *va, uint size, uint pa, int ap)

{
char *a, *last;
pte_t *pte;

a = (charx*) align_dn(va, PTE_SZ);
last = (charx*) align_dn((uint)va + size - 1, PTE_SZ);

for (5;) {
if ((pte = walkpgdir(pgdir, a, 1)) == 0) {
return -1;
}

if (xpte & PE_TYPES) {
panic("remap") ;

spte = pa | ((ap & 0x3) << 4) | PE_CACHE | PE_BUF | PTE_TYPE;

if (a == last) {

break;
}
a += PTE_SZ;
pa += PTE_SZ;
+
return O;

3

// flush all TLB
static void flush_t1lb (void)

{
uint val = O;
asm("MCR p15, 0, %[r], 8, c7, 0" : :[r]"r" (val):);
// invalid entire data and instruction cache
asm ("MCR p15,0,%[r],c7,c10,0": :[r]"r" (val):);
asm ("MCR p15,0,%[r],c7,c11,0": :[r]"r" (val):);
}

// Switch to the user page table (TTBRO)
void switchuvm (struct proc *p)
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163 | {

164 uint wval;

165

166 pushcli();

167

168 if (p->pgdir == 0) {

169 panic("switchuvm: no pgdir");
170

171

172 val = (uint) V2P(p->pgdir) | 0x00;
173

174 asm("MCR p15, 0, %[v], c2, cO, 0": :[v]"r" (val):);
175 flush_t1b();

176

177 popcliQ);

178 | }

179

180 | // Load the initcode into address O of pgdir. sz must be less than a page

181 |void inituvm (pde_t *pgdir, char *init, uint sz)

182 | {

183 char *mem;

184

185 if (sz >= PTE_SZ) {

186 panic("inituvm: more than a page");
187

188

189 mem = alloc_page();

190 memset (mem, O, PTE_SZ);

191 mappages (pgdir, 0, PTE_SZ, v2p(mem), AP_KU);
192 memmove (mem, init, sz);

193 | }

194
195 | // Load a program segment into pgdir. addr must be page-aligned

196 | // and the pages from addr to addr+sz must already be mapped.

197 |int loaduvm (pde_t *pgdir, char *addr, struct inode *ip, uint offset,

uint sz)
198 | {
199 uint i, pa, n;
200 pte_t *pte;
201
202 if ((uint) addr % PTE_SZ != 0) {
203 panic("loaduvm: addr must be page aligned");
204
205
206 for (1 = 0; i < sz; i += PTE_SZ) {
207 if ((pte = walkpgdir(pgdir, addr + i, 0)) == 0) {
208 panic("loaduvm: address should exist");
209
210
211 pa = PTE_ADDR (*pte) ;
212
213 if (sz - i < PTE_SZ) {
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} else {
n = PTE_SZ;
+
if (readi(ip, p2v(pa), offset + i, n) !=n) {
return -1;
X
3
return O;
+
// Allocate page tables and physical memory to grow process from oldsz to

// newsz, which need not be page aligned. Returns new size or 0 on error

int allocuvm (pde_t *pgdir, uint oldsz, uint newsz)

char *mem;
uint a;

if (newsz >= UADDR_SZ) {
return O;
}

if (newsz < oldsz) {
return oldsz;
}

a = align_up(oldsz, PTE_SZ);

for (; a < newsz; a += PTE_SZ) {
mem = alloc_page();

if (mem == 0) {
cprintf("allocuvm out of memory\n");
deallocuvm(pgdir, newsz, oldsz) ;
return O;

3

memset (mem, O, PTE_SZ);
mappages (pgdir, (char*) a, PTE_SZ, v2p(mem), AP_KU);

return newsz;

}

// Deallocate user pages to bring the process size from oldsz to

// newsz. oldsz and newsz need not be page-aligned, nor does newsz

// need to be less than oldsz. oldsz can be larger than the actual

// process size. Returns the new process size.

int deallocuvm (pde_t *pgdir, uint oldsz, uint newsz)

{
pte_t *pte;
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267 uint a;
268 uint pa;
269
270 if (newsz >= oldsz) {
271 return oldsz;

272 +

273
274 for (a = align_up(newsz, PTE_SZ); a < oldsz; a += PTE_SZ) {
275 pte = walkpgdir(pgdir, (charx) a, 0);

276
277 if (!'pte) {

278 // pte == 0 --> no page table for this entry
279 // round it up to the next page directory
280 a = align_up (a, PDE_SZ);

281
282 } else if ((xpte & PE_TYPES) != 0) {
283 pa = PTE_ADDR (*pte) ;

284
285 if (pa == 0) {

286 panic("deallocuvm");
287
288
289 free_page(p2v(pa));
290 *pte = 0;

291 }

292 +

293
294 return newsz;
205 |}
296
297 | // Free a page table and all the physical memory pages
298 | // in the user part.

299 |void freevm (pde_t *pgdir)

300 | {

301 uint 1i;

302 char *v;

303

304 if (pgdir == 0) {

305 panic("freevm: no pgdir");

306

307

308 // release the user space memroy, but not page tables
309 deallocuvm(pgdir, UADDR_SZ, 0);

310

311 // release the page tables

312 for (i = 0; 1 < NUM_UPDE; i++) {
313 if (pgdir([i] & PE_TYPES) {

314 v = p2v(PT_ADDR(pgdir[il));
315 kpt_free(v);

316

317 +

318

319 kpt_free((charx*) pgdir);
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// Clear PTE_U on a page. Used to create an inaccessible page beneath
// the user stack (to trap stack underflow).
void clearpteu (pde_t *pgdir, char *uva)

{
pte_t *pte;
pte = walkpgdir(pgdir, uva, 0);
if (pte == 0) {
panic("clearpteu");
// in ARM, we change the AP field (ap & 0x3) << 4)
*pte = (xpte & ~(0x03 << 4)) | AP_KO << 4;
}

// Given a parent process’s page table, create a copy
// of it for a child.

pde_tx copyuvm (pde_t *pgdir, uint sz)

{

pde_t *d;

pte_t *pte;
uint pa, i, ap;
char *mem;

// allocate a new first level page directory
d = kpt_alloc();
if (d == NULL ) {
return NULL ;
}

// copy the whole address space over (no COW)
for (1 = 0; i < sz; i += PTE_SZ) {
if ((pte = walkpgdir(pgdir, (void *) i, 0)) == 0) {
panic("copyuvm: pte should exist");

if (!(xpte & PE_TYPES)) {
panic("copyuvm: page not present");

}

pa = PTE_ADDR (*pte);

ap = PTE_AP (*pte);

if ((mem = alloc_page()) == 0) {

goto bad;
memmove (mem, (charx*) p2v(pa), PTE_SZ);

if (mappages(d, (void*) i, PTE_SZ, v2p(mem), ap) < 0) {
goto bad;
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return d;

bad: freevm(d);
return O;
}

//PAGEBREAK !
// Map user virtual address to kernel address.
char*x uva2ka (pde_t *pgdir, char *uva)

{
pte_t *pte;
pte = walkpgdir(pgdir, uva, 0);
// make sure it exists
if ((xpte & PE_TYPES) == 0) {
return O;
}
// make sure it is a user page
if (PTE_AP(xpte) !'= AP_KU) {
return O;
}
return (char*) p2v(PTE_ADDR(*pte));
}

// Copy len bytes from p to user address va in page table pgdir.
// Most useful when pgdir is not the current page table.

// uva2ka ensures this only works for user pages.

int copyout (pde_t *pgdir, uint va, void *p, uint len)

char *xbuf, *pal;
uint n, vaoO;

buf = (charx) p;
while (len > 0) {
va0 = align_dn(va, PTE_SZ);
pa0 = uva2ka(pgdir, (charx) va0);
if (pa0 == 0) {
return -1;
+
n = PTE_SZ - (va - va0);
if (n > len) {

n = len;
}

memmove (pa0 + (va - va0), buf, n);
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len -= n;

buf += n;

va = va0 + PTE_SZ;
}
return O;

// 1:1 map the memory [phy_low, phy_hi] in kernel. We need to

// use 2-level mapping for this block of memory. The rumor has

// it that ARMv6’s small brain cannot handle the case that memory
// be mapped in both 1-level page table and 2-level page. For

// initial kernel, we use 1MB mapping, other memory needs to be
// mapped as 4KB pages

void paging_init (uint phy_low, uint phy_hi)

{

mappages (P2V(&_kernel_pgtbl), P2V(phy_low), phy_hi - phy_low,
phy_low, AP_KU);
flush_tlb O;
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